
The roots of modern privacy law stem from the 1970s 
and were developed when it became clear with what 
ease computer systems could store and further 
process large quantities of data. In essence, this 
important area of the law consists of a small collec-
tion of principles which have been taken over in the 
current General Data Protection Regulation (GDPR). 
They were deliberately formulated in a technologically 
neutral manner, do not refer to specific information 
technologies and were not drafted for a specific way 
of processing data. Paper files in the old-fashioned 
filing cabinet can also fall within their scope. And yet 
blockchain presents us with challenges. On the one 
hand, it presents a new and interesting data-processing 
model in which individuals have more control over 
their personal data. On the other hand, a number of 
special characteristics seem difficult to reconcile with 
the key principles of privacy law.1
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1  On privacy issues inherent to blockchain technology, see also V.I. Laan, A. Rutjes, Privacy-issues bij blockchain: hoe voorkom of minimaliseer je die? [Privacy issues 

with blockchain: how can these be prevented or minimised?], Computerrecht 2017/253; E.W. Verhelst, Blockchain aan de ketting van de Algemene verordening 

gegevensbescherming? [Blockchain chained up by the General Data Protection Regulation], Privacy & Informatie 2017/1; L. Ibáñez, K. O’Hara, E. Simperl, On 

Blockchains and the General Data Protection Regulation, https://eprints.soton.ac.uk/422879/1/Blockchains_GDPR_4.pdf
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Bottleneck 1: everyone sees everything
The technology behind blockchain makes it possible to 
synchronise distributed databases. A database that runs 
on a blockchain is not stored on a central computer or 
server, instead the files are located simultaneously on 
multiple computers, where the information is updated 
according to a consensus model. All the participants in 
the blockchain have a copy of the full database. In the 
event of the Bitcoin blockchain, this means that every 
user has insight into the entire transaction history of all 
the other wallets.

Privacy law requires that organisations only collect data 
for clearly described and legitimate purposes, that they 
not collect more data than is necessary for these purposes 
and that they secure these data appropriately. At the 
bank, I can therefore view my own transaction history, 
but not that of my neighbour. There is no need for that, 
and it is therefore not permitted. If the bank were to 
disclose my transaction history to all the other customers 
of the bank, we would call that action a personal data 
breach in the sense of the GDPR.

Bottleneck 2: no one is forgotten
The data structure of a blockchain means that once data 
have been added, they can no longer be changed. Only 
new blocks of data can be added to the blockchain 
(‘append-only’). However good that may be from the 
perspective of system integrity, the more at odds this 
feature is with privacy law. According to the GDPR, 
personal data may not be stored longer than is necessary 
for the purposes for which the personal data are  
processed. 

“If the bank were to disclose 
my transaction history to all the other 
customers of the bank, we would 
call that action a personal data breach
in the sense of the GDPR.”
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Under certain circumstances, data subjects also have the 
right to have their personal data corrected, erased or the 
processing of their personal data restricted.

The bank must therefore amend my personal data if they 
are not correct, or no longer correct, and may not keep 
my transaction history for longer than necessary. If the 
bank were to record my data in a blockchain, then it does 
not seem possible for the bank to comply with these 
obligations.

Bottleneck 3: who is responsible?
In a traditional client-server model, it is usually easy to 
identify one or more parties who process personal data 
relatively autonomously. The bank provides payment 
services to me as consumer and to that end processes my 
personal data using its own IT infrastructure. The bank is 
the controller in the sense of the GDPR, in that case. The 
controller is the party that determines the purpose of and 
means for the processing of personal data and is the 
primary bearer of the responsibilities under the GDPR.

These matters are less clear when it comes to a block-
chain. It assumes collective data processing, after all. A 
public blockchain has no owner or administrator, no 
central party that checks and manages the blockchain 
protocol. Instead, the system is maintained by a loose 
online community of participants.2 

This often takes place on a voluntary or semi-voluntary 
basis within open source projects. It does not make sense 
to designate a developer who is active in such a project 
as a controller. After all, Tim Berners-Lee is not held 
responsible for the processing of personal data that takes 
place on the World Wide Web. But who is indeed 
responsible for our privacy in the blockchain, then?

Case by case
Although the bottlenecks mentioned above are important 
and real, they do not imply that the combination of  
privacy and blockchain is hopeless from the start. The 
European Union Blockchain Observatory and Forum 
rightly pointed out in a recent report that it is not 
possible to generally point to a blockchain technology 
that is GDPR compliant.3 It will always have to be looked 
at on a case-by-case basis whether a blockchain applicati-
on satisfies the law.

This nuanced position follows largely from the fact that 
blockchain can be implemented in various ways. With a 
private blockchain, the group of participants in the 
blockchain can be restricted. It is generally acknowledged 
that this makes it easier to comply with the GDPR, for the 
simple fact that this ties in better with the principle of 
central responsibility. Another possibility is the storage of 
personal data ‘off chain’, which means the personal data 
are stored outside the blockchain and the blockchain 
itself only contains a reference to those data.

It is also an important point that the development of 
blockchains is still in full swing. For example, there are 
initiatives in the market for a private blockchain where it 
will indeed be possible to amend the content of the 
blocks.4 The Zerocash collective is working on a privacy- 
friendly blockchain for a cryptocoin where the origin, 
destination and amount of a transaction can be screened 
off using ‘zero-knowledge proofs’.5

2  D. De Jonghe & V.I. Laan, Blockchain in de realiteit [Blockchain in reality], 

Computerrecht 2017/251, p. 348.
3  The European Union Blockchain Observatory and Forum, Blockchain and the 

GDPR, 16 October 2018.
4  M. Arnold, Accenture to unveil blockchain editing technique, Financial Times, 

19 September 2016.
5 https://zerocash-project.org/

40 | DATA, CYBERSECURITY & PRIVACY 09-2019 #03

ARTICLE



Privacy regulator
The regulators are also orienting themselves. In Septem-
ber 2018, the French privacy regulator published a first 
analysis.6 In that, the CNIL recognised the problem that 
data stored in a blockchain cannot in principle be 
amended, but it also pointed out, for instance, that data 
could be encrypted in a blockchain such that it could be 
considered ‘quasi-erased’ in the sense of the privacy 
legislation.7

In this same analysis, this regulator makes concrete 
suggestions for the allocation of roles and responsibilities 
in the blockchain.8 For instance, a user that proposes a 
transaction to a blockchain network must be regarded as 
the controller. After all, this is the person deciding on the 
purpose of and means for the transaction. An exception 
would apply for a natural person who is not acting for 
professional or commercial purposes, since this individu-
al could rely on the exclusion for purely personal or 
domestic activities.

Miners should, under certain circum-
stances, be considered the processor, 
but in any event not the controller, 
since their job is limited to validating 
transactions, without deciding on the 
purpose of or means for the transacti-
ons. In the event of a private block-
chain, the regulator advises that a 
specific controller be designated, for 
instance in the form of a legal entity 
to be set up jointly. If that does not happen, there is joint 
responsibility and the parties must record their respective 
responsibilities transparently, in accordance with article 
26 GDPR.

Anonymity and pseudonymity
An essential point in any discussion about privacy and 
blockchains is the degree to which data in the blockchain 
can be blocked from other users. The GDPR does not 
apply to anonymous data, i.e. data that cannot be traced 
back to an identified or identifiable natural person. 

In theory, a database may be entirely transparent, on the 
one hand, because anyone can inspect it, and on the 
other fully privacy-proof because none of the data can be 
traced to a natural person. The GDPR would not apply to 
such a database.

According to privacy law, however, there will not often be 
a case of actual anonymous data, i.e. data that cannot be 
traced to a person. Personal data only become anony-
mous once they have been (virtually) irreversibly 
anonymised.9

Every technology that does not achieve this high standard 
results not in anonymous data but in ‘pseudonymised’ 

data. According to the GDPR, pseudonymi-
sed personal data must be regarded as data 
on an identifiable natural person, to which 
the GDPR applies.10 In the GDPR, pseudony-
misation is included as a new definition in 
Article 4 (5). Pseudonymisation is defined as 
the processing of personal data in such a 
manner that the personal data can only be 
linked to a specific data subject by using 
additional information which is kept 

separately and securely.

Blockchain applications use various techniques to block 
data from other users, such as asymmetric encryption 
and hashing. The joint privacy watchdogs categorised 
these methods under the heading ‘pseudonymisation 
techniques’ in an opinion from 2014.11 This position is 
hardly in dispute in the case of asymmetric encryption. 
After all, the private key makes it perfectly possible to 
decrypt the data.
There is a great deal of discussion on hashing.  

6 CNIL, Blockchain. Premiers éléments d’analyse de la CNIL, September 2018, https://www.cnil.fr/sites/default/files/atoms/files/la_blockchain.pdf
7 CNIL, p. 9.
8 CNIL, p. 2-5.
9  On the concept of ‘personal data’ and anonymisation, see Article 29-WG, Opinion 4/2007 on the concept of personal data, 20 June 2007; and Article 29-WG, Opinion 

05/2014 on Anonymisation Techniques, 10 April 2014.
10 Recital 26 GDPR.
11 Article 29-WG, Opinion 05/2014 on Anonymisation Techniques, 10 April 2014, p. 20.

“Blockchain applications use various
 techniques to block data from 
other users.”
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According to the joint privacy regulators, many hash 
functions are vulnerable to a brute force attack, while 
others believe that these techniques can indeed withstand 
such attacks. The debate will presumably continue for 
some time, if only because the technology is constantly 
being developed. It should be clear that it cannot be 
readily assumed that data have become anonymous. In a 
resolution on distributed database technologies recently 
adopted by the European Parliament, the Parliament 
itself says outright: ‘data in a public ledger are  
pseudonymous and not anonymous.’12

Conclusions
Although the privacy legislation has been formulated in a 
technology-neutral manner, it seems to have been 
implicitly set up for central databases managed by easily 
identifiable players. This creates a certain tension 
between the privacy legislation, on the one hand, and the 
processing of personal data within dynamic information 
networks, on the other. The radical network model that 
the blockchain introduces brings this tension to light in 
its full glory.

Where the GDPR can be seen as a means for regulating 
centralised data managers, the blockchain must be 
regarded as a technique for fundamentally challenging 
the system of centralised data management. This is a 
radical approach that was not immediately foreseen by 
the makers of the GDPR.

This does not mean, however, that the GDPR ruins the 
possibility of using public blockchains, as has been 
claimed. On the one hand, development of the block-
chain technology is still in full swing and privacy-friend-
lier applications are being worked on in all sorts of ways. 
On the other hand, the GDPR has the necessary flexibility. 
We have seen the first signs that the regulators are 
willing to make the most of that flexibility. Developers of 
(public) blockchain applications will have to do their 
best. They will have to think about their applications 

carefully and be able to argue a solid case for why their 
solutions are more effective than the available  
alternatives, from the perspective of privacy.

Points for attention
•  The decentralised and ‘append-only’ nature of the 

blockchain technology is at odds with some privacy 
principles, including those of keeping data processing 
to the minimum necessary, restricting storage and the 
starting point that responsibilities in relation to privacy 
protection must be clearly assigned.

•  A private blockchain is better equipped to handle these 
objections than a public blockchain. Where possible, a 
controller must - in line with its obligations for privacy 
by design and privacy by default - therefore opt for a 
private blockchain.

•  Encrypting personal data in a blockchain can be an 
important measure in suitably securing the personal 
data. As a rule, such measures will not, however, result 
in the data being anonymised. They remain personal 
data and the privacy legislation continues to apply.
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“Development of the blockchain 
technology is still in full swing.”

12  European Parliament resolution of 3 October 2018 on distributed ledger 

technologies and blockchains: building trust with disintermediation, 28.

In short:
•  Blockchain presents us with challenges that are difficult to 

reconcile with the key principles of privacy law.
•  Whether a blockchain technology is GDPR compliant is 

assessed on a case-by-case basis.
•  Defining the roles and responsibilities within blockchain 

is essential for the determination of the controller and the 
processor.
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